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General Risk Assessment – Online Guest Speaker

Please use this risk assessment for any online speaker/panel discussion events that your group runs. We have pre-populated the form with a number of hazards. If you have any additional required controls then feel free to add these into the relevant cells but do not remove the existing control measures that have already been included. If you have any other hazards to add in then please add these to the bottom of the form in the spaces provided. This risk assessment includes hazards relating to both general activity and online specific hazards. 			

Please use the below boxes to highlight any risks your activities could create. Pay particular attention to risks such as: equipment usage, transport, number of attendees, catering, alcohol etc. and consider the potential risks associated with each area. Risks will have a rating before controls are put in place (uncontrolled risk level), and a further rating (controlled risk level) once controls are put in place. If any of your risks come out at the High Risk or Extreme Risk rating please contact a member of the ASK team (dsu.engagement@durham.ac.uk) to discuss further as your activity / event could be at risk of being cancelled unless the risks can be mitigated / reduced.		
Follow this link for guidance on what to include on a risk assessment, and to see some sample risk assessments.				

	Full Name of Student Group 
(please insert 'Durham University' if your group uses it)
	

	Description of task or Activity: 
(to include enough information to establish the foreseeable hazards)
	

	Location(s), Date, Time: 
(when and where will the activity or task take place?)

	

	
Hazards (things with the potential to cause harm)
	
Those at risk (people who could be harmed)
	
How could they be harmed? (nature of injuries, damage that could result)
	
Uncontrolled risk level (level of risk without control)
	
Required controls 
(how the risk can be removed or reduced by for example engineered methods, safe systems of work, training and/ or personal protective equipment)
	
Controlled risk level (level of risk remaining when controls are in place) 

	Personal space safety
	Participants
	Typical trip/slip hazards associated with operating in a learning environment
	
4X4
High Risk

	Ensure that the personal area/workspace is kept tidy/ free from slips, trips and fall hazards.
	
3X2
Low Risk


	Fire/ Electrical Fire
	Participants
	Burns, death, smoke inhalation
	
5x5
Extreme Risk
	To avoid electrical fires, ensure your equipment is suitable to use and that plug sockets/extensions leads are not overloaded.
If a fire does occur evacuate the premises and reach a safe gathering spot.
	
5X1
Medium Risk

	Random medical emergency
	Participants
	Physical, mental, emotional injury
	
4X4
High Risk

	In the event of an emergency involving yourself, alert a member of the household and/or emergency services where appropriate and contact the SU to report the incident.
	
2X2
Low Risk

	Over subscription
	Participants
	Emotional distress due to exceeding the platforms capacity and it crashes
	
4X4
High Risk
	Tickets/links associated to the event will not exceed the capacity recommended by the platform used (Zoom as an example)
(Clarify Ticket Platform that will be used.)
	
3X2
Low Risk


	Privacy/GDPR

	Organisers/ Speaker/ Participants

	Privacy/ GDPR breach

	

4X4
High Risk
	Ensure that data protection practices are in line with Durham SU policies and procedures.  The platform used does not store any personal information. 
The platform used (ZOOM) will be accessed via secure Durham University log in credentials.
Participants will be made aware beforehand and at the beginning of the event if the session is to be recorded.
The participant can choose a degree of anonymity by engaging with the activity through the chat function and turning off/muting their camera etc. 
	

3X2
Low Risk


	GDPR breach when recording
	Participants/ Durham SU/ Instructor
	Breach of GDPR law
	
4X4
High Risk
	Participants/attendees will be asked to confirm they are happy to be recorded beforehand.
Those that do not wish to be recorded can turn off their video cameras. 
Recording will not be initiated if anyone does not want it to, and will be immediately stopped if anyone wishes.
	
3X2
Low Risk


	Speaker content/Topic
	Participants, reputational damage to the student group

	Emotional distress

	
4x3
Medium Risk
	Both Exec and Speaker will have read/understood/accepted Durham SU’s freedom of speech policy.
Provide trigger warnings for any topics likely to cause upset.
A ‘break out room’/safe space can be created/assigned to the meeting if required. 
Attendees are able to leave the event at any time.
Exec will communicate/signpost support services at the end of activity.
	
3X2
Low Risk


	Digital Materials
	Participants/ public
	Sensitive/ misinformation
	
4X4
Medium Risk
	Any materials associated to the event (in print and online) will be shared with the ASK Team well within the required time frame of 14 days for review, and before any promotion begins.
	
4X2
Medium Risk

	Unexpected attendees/ 
Zoombombing
	Participants/ Durham SU/ Speaker
	Distressing content or harassment
	
4X3
Medium Risk
	Tickets will be opened and closed before the event start date so the organisers are aware of the attendees expected.
Zoom callers are to sign up and only use their @durham.ac.uk email address.
 Participants will be checked in the waiting room before being allowed to enter.
The waiting room system is to be in operation throughout the activity or until the room is locked to new entrants.
Login details for the event (Meeting ID, Password, Link) won’t be shared outside of the list of attendees on Social Media/mailing lists on websites to prevent unauthorised access to events online.  They will be sent by private message or email to attendees and participants asked not to share any login details with anyone who hasn’t obtained a ticket.
 Once the activity has commenced and all signups are present the room is to be locked to avoid any uninvited guests causing disruption.
	
3X2
Low Risk


	Harassment in comments
	Participants/ Durham SU/ Speaker
	Distressing content or harassment
	
4X3
Medium Risk
	One member of the exec will act as a moderator, and privately message those causing disruption in the first instance, and remove them in the second. 
Attendees will be told to mute when setting ground rules, unless asking a question.
	
2X2
Low Risk


	Hostile action towards speaker
	Speaker, reputational damage to student group
	Verbal/ online abuse

	
4X3
Medium Risk
	Exec/Organisers will have submitted a guest speaker form within the required time frame for relevant checks.
Participants will be expected to conduct themselves in a respectable manner. This can be made apparent by introducing a code of conduct as a standard at the beginning of these events.
In the unlikely event of unsavoury behaviour the organiser reserves the right to terminate that participant(s) session.
	
2X2
Low Risk

	Complaints
	Student Group/ Durham SU/ Speaker

	Complaint against the event or content
	
4X3
Medium Risk
	Any complaints received will be directed to and investigated under the Durham SU complaints policy.
	
3X2
Low Risk

	Please add any further risks associated to your event
	
	
	
	
	

	Please add any further risks associated to your event
	
	
	
	
	

	Please add any further risks associated to your event
	
	
	
	
	

	Please add any further risks associated to your event
	
	
	
	
	






	Internal Guidance/Linked Documents:

	

	Competence Requirements:

	

	Supervisor/Manager Review and Comment:
	

	Assessment Prepared by
	Students Union acceptance


	Name:
	
	Name:
	

	Signature:
	
	Signature:
	

	Date:
	
	Date:
	

	This risk assessment should be read by those performing and supervising the work in conjunction with all relevant documentation including method statements and safe systems of work
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Health and Safety Risk Matrix
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